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Purpose of this document

The purpose of this document is to describe a concept for access control on fedora objects for evaluation and discussion.
Graphical User Interface (GUI)
Owners and Librarians (see p.14) interact with the Access Control System in Fedora. Owners want to control accessibility within the workflow of standard Fedora actions like searching, committing, updating, viewing and deleting Fedora Objects. Therefore the Access Control GUI for Owners is integrated with the standard Fedora GUI. 

Librarians have a separate Access Control GUI to manage repository wide policies. 
Access Control GUI for Owners
Assigning Policies to objects
As mentioned above the Access Control GUI for owners is integrated in the Fedora GUI. The Fedora GUI we look at is separated in register cards (e.g. Search, Object View, Submit). In Figure 1 is depicted how policies could be assigned to fedora objects in the Search register card.
If the User is the Owner of an object a drop-down-list with policies is shown. The User can select one of the policies to assign it to the object.
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Figure 1:  User can assign policies to their objects by selecting one of the policies in the drop-down-list.
The drop-down-lists show standard policies and user policies. The policies define who can do what with the resources it is assigned to.
Standard policies are policies that were created by a Librarian. They cover the most common access configurations. Standard policies can be reused by all users. (Motivation: Users don’t have to create their own policies and policy repository size will not get as big)

User policies are created by a User. The User can specify access configurations in his user policies that are not covered in the standard policies. 

Standard policies are quite simple to use because they just have to be assigned whereas the creation of user policies need some understanding of access control. However, the user policy creation is an optional feature. Most of the users will be satisfied with the application of standard policies.

Assigning policies to data streams

Policies can not only be assigned to Fedora objects. They can also be assigned to data streams. If the user is the owner of an object the GUI shows a policy drop-down-list for each data stream. (see Figure 2) The policy drop-down-lists for data streams contain exactly the same standard- and user policies as the ones for objects in Figure 1.
If a data stream doesn’t have a policy assigned to it the policy of its hosting object is used.


[image: image3.emf]Object View

Object View

Submit

Submit

Start Page

Start Page

Institutional Repository

Institutional Repository

My Policy Set

My Policy Set

Search

Search

URI: 

de.wannaweb.mystuff.cv

Policy for object:

• Title:

• Author:

• release Date:

• subject

• type:

• description:

• publisher:

• contributor:

• publisher:

• publish date:

• object date:

.

.

• Datastream 1:

• Datastream 2:

• Datastream 3:

• Datastream 4:

• …………..<title>…………………………

• …………..<author>………………………

• …………..<date>………………………….

• …………..<subject>…………………….

• …………..<type>………………………..

• …………..<description>……………….

• …………..<publisher>………………….

• ………..…<contributor>………………..

• …………..<librarian>……………………

• …………..<publish date>………………

• …………..<object date>………………..

• …………..<filename1>…………………

• …………..<filename2>…………………

• …………..<disseminator1>……………

• …………..<disseminator2>……………

open

open

access

access

Policies

for data streams:

public updateable


Figure 2: The ObjectView of the Fedora GUI shows policy drop-down-lists for the object as well as for the data streams. If a data stream doesn’t have a policy assigned to it, the objects policy is used for access control.
Managing User Policies

The two preceding sections extended standard Fedora GUI register cards (Search and ObjectView)  with policy drop-down-lists in order to assign policies to resources. 
For the management of policies an extra register card with the label ‘My Policy Set’ is created. Figure 3 shows the default view of the ‘My Policy Set’ register card. It shows a table with all policies which are contained in the policy drop-down-lists (see preceding sections).
Standard policies can be viewed and cloned. User Policies can be edited, cloned and deleted.

The viewing shows more detailed information about a policy. Policies can be cloned to use them as template for new policies. If a policy is newly created it has to be configured from scratch.
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Figure 3: All assingable policies are shown in this table. User policies can be created,  edited and deleted. Standard policies can be viewed. All policies can be used as template by cloning them.
Editing policies happens in the user polciy editor of the ‚My Policy Set’ register card (see Figure 4). Rules can be created that specify who can do what, when. How this user policy editor looks in detail needs further investigation.<todo/> 
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Figure 4:  The user policy editor allows to specify who is allowed to do what, when. 
Access Control GUI for Librarians
The Access Control GUI for Librarians is a separate application. It enables the management of standard policies, soft policies and hard policies. Each of these policy sets will be explained in the next sections.
The assembling of the Access Control GUI for Librarians is strongly depending on the organization of the policy repository. Please refer to the chapter ‘Policy Repository’ (p. 11) for a more in depth understanding.

Standard Policies

Standard policies appear in the policy-drop-down-list in the Fedora GUI (see e.g. Figure 1). Users can assign standard policies to their objects by selecting them in the drop-down-list. Standard policies are managed by Librarians. Figure 5 shows the GUI with the standard policies. The Librarian should create very common policies with easy to understand descriptions. (e.g. ‘public readable’ or ‘publish internal’). 
For editing the standard policies an editor similar to the user policy editor (see Figure 4) can be used.
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Figure 5: Standard policies can be assigned by a user to his objects and data streams. They are created by the Librarian and should cover most common access control use cases.
Soft Policies
The distinctive property of policies in the soft policy set is that deny policies can be overruled by standard- or user policies. (Please have a look at the policy set combining algorithms in chapter ‘Policy Repository’ p. 11.)
Soft policies should always contain one default rule that denies all access to objects. Since this rule is in the soft policy set it can be overruled by standard or user policies. It also can be overruled by grant policies in the soft policy set. That means the repository can be “opened up” step by step - either by the librarian or by the user.
Editing the policies requires a policy editor. A useful appearance of this editor is not clear yet and has to be developed. <todo/>

Figure 6 shows three policies in the soft policy set. The ‘deny by default‘ policy denies access to all objects and should always be in the set for the above mentioned reasons.

The ‘all rights for owners’ policy gives users read, update and delete rights on their objects.

The ‘published papers’ policy specifies what happens to objects that are published. Of course, to enforce this policy the information if an object is published has to be available.
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Figure 6: Deny policies in the soft policy set can be overruled by user or standard policies. There should be at least the ‚deny by default’ policy in this set so that the repository is closed initially and thencan be opened up step by step.
Hard Policies

The distinctive property of policies in this set is that they can’t be overruled by any other policy. If a librarian creates a policy in this set he can be sure that it is enforced. (Please have a look at the policy set combining algorithms in chapter ‘Policy Repository’ p. 11.)
Figure 7 shows example policies for this policy set.
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Figure 7:  Policies in the hard policy set can’t be overruled by other policies.
Policy Editor

The three preceding sections described different policy sets. Each of these sets contain policies that can somehow be edited by clicking the ‚edit’-link next to the policies. This section describes the GUI for editing policies.

<todo/>
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Figure 8: This figure shows the basic elements to specify a policy.
Components and Interfaces
This section describes the components and interfaces depicted in Figure 9.
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Figure 9: This black box component diagramm shows all involved components and their interactions.
Policy Repository
A clear organization of the policy repository is crucial to oversee the effects of changes in the repository. If people with different roles have access to the repository it is also necessary to have access control. These two points are discussed in this section.

The existent policy sets in the proposed repository correspond very closely with the GUI. There are sets for ‘hard policies’, ‘soft policies’, ‘standard policies’ and ‘user policies’.
Interpretation of the policy repository: Figure 10 shows the structure of the policy repository. 
The root policy set specifies a ‘first applicable’ combining algorithm. This means that, whenever a policy in the ‘hard policy set’ is applicable, its effect like deny or permit will be the result for an access request decision.
The ‘hard policy set’ itself uses a ‘deny override’ combining algorithm. This is the most restrictive solution. It would also be possible to use a ‘first applicable’ or ‘permit overrule’ combining algorithm in this place. This would have consequences the librarian has to be made aware of.

The sets for ‘soft-‘, ‘standard-‘ and ‘user policies’ are using all the ‘permit overrules’ combining algorithm. Since the ‘soft policy set’ should always contain a ‘deny’ policy for all access requests the repository can be opened up step by step by adding ‘permit’ policies to one of the other policy sets.
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Figure 10: Policy sets give structure to a policy repository. This enhances the managability. E.g. certain people can edit only policies in certain sets. They structure also the evaluation of the policies by specifing combining algorithms.
Managing the policy repository: Users as well as librarians are only allowed to create, edit and delete policies not policy sets. Librarians can do this in the ‘hard-‘, ‘soft-‘, and ‘standard policy set’. User can do this only in their “personal” policy set. Since librarians are allowed to create policies for potentially all access requests the target for their policy sets is not restricted.

Users are only allowed to create policies for their own objects. For that reason the target is designed so that it only matches requests with resources which are owned by the user. It is good to have this behavior ensured on repository level instead of giving the responsibility to the editor.
All the management is happening through the interface ‘management access’.

Interface ‘management access’
void updateHardPolicy(Policy policy);

Set getHardPolicies(); 
void deleteHardPolicy(Policy policy);

void updateSoftPolicy(Policy policy);

Set getSoftPolicies();

void deleteSoftPolicy(Policy policy);

void updateStandardPolicy(Policy policy);

Set getStandardPolicies();

void deleteStandardPolicy(Policy policy);

void updateUserPolicy(String uid, Policy policy);

Set getUserPolicies(String uid);

void deleteUserPolicy(String uid, Policy policy);

Set getAssignedObjects

void deleteUserPolicySet(String uid)
Interface ‘Finder Access’

This interface could provide following function (Note: a PolicySet is a Policy):

Policy getChildrenWithMatchingTarget(String policyId, XACMLRequest request);
This function can be run recursively in the PAP to create a policy set that contains only relevant policies. The implementation of this function has to be very efficient.
PDP

In this component the access decision is made, based on the XACML Request and the policy set retrieved by the PAP.

Interface ‘XACML Request’

The schema for an ‘XACML Request’ is defined in [1]. An XACML Request contains the information that is evaluated against the policy repository in form of subject, action, resource and environment attributes. These attributes are resolved in the PEP using attribute finder.
The information in the ‘XACML Request’ determines the possible policies. (E.g. if there is no release date for a resource there can’t be a policy that uses the release date of an object…)
The attribute set in the ‘XACML Request’ depends strong on the requirements for the access control system. 

The following section proposes a minimalist attribute set.
· subject.uid: A unique identifier for the subject. 
· subject.group[]: The groups the subject is in. The mapping of subjects to groups is done by the attribute finder according to the information it finds about the subject. (e.g. subject has eduPersonAffiliatin=biology => he is in group biology)
· action.kind[]: This attribute should normally be within the values create, read, update and delete. 
· resource.uri: A unique identifier for the resource.
· resource.category[]: Resources can be in different categories. (e.g. published, thesis, research paper, internal)
· resource.owner: The uid of the owner. ( The attribute finder might use the author of a resource as owner)
PAP
See https://sourceforge.net/forum/forum.php?thread_id=1493575&forum_id=252240 .

Interface ‘Policy Finder’

This interface is small. It provides only one function. The function looks something like this:

PolicySet getPolicySet(XACMLRequest request)

Roles
A User is someone who accesses resources.

An Owner is a User and has a special relationship to a subset of fedora objects. (e.g. author)

A Librarian is a person that can create policies on all fedora objects.
Glossary

The Fedora Repository is a system for managing objects. These objects are called fedora objects. Fedora objects can contain multiple data streams.

A resource is a digital object or a data stream. It has a number of resource attributes.
An action describes how a resource might be accessed  (E.g. create, read, update, delete).

A subject is every system (normally a human) that interacts with the Fedora Repository. A subject has a number of subject attributes (E.g. group).

The environment carries attributes like time and location.

A policy defines access rights of subjects on a resource and is a function with the signature: subject x action x resource x environment -> Boolean

A policy repository contains a number of policies. 

An access request is a triplet of subject, action and resource.

An access request decision is the evaluation of an access request against all policies in the policy repository.

A resource is accessible by a subject, if the subject can perform an action on the resource. 
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